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Notices  

This document contains Elspec proprietary material. The information contained in this 

document is believed to be reliable and accurate. Elspec assumes no responsibility for 

the use of this material. The contents of this document are subject to change without 

prior notice. 

¶ Elspec PQZip compression technology is Elspecôs Registered Patent (US Patent 

No. 7,415,370). 

¶ Copyright © 2008 Elspec Ltd., ® all rights reserved 

¶ ElspecÊ is a registered Trademark. 

Symbols  
 

Note: This symbol directs the userôs attention to important 
installation, operating, and maintenance instructions. 

 

Warning: This symbol indicates instructions that must be 
followed to avoid device malfunction or damage 

 

Danger: This symbol indicates the presence of dangerous 
voltage within and outside the product enclosure 
that may constitute a risk of electric shock, serious 
injury or death to persons if proper precautions 
are not followed. 

 

Warranty  

Elspecôs technical support department provides professional and reliable service. All 

Elspec products are warranted as specified in the terms and conditions warranty. 

Elspec is not liable for any damages or injuries resulting from equipment misuse 

and/or unsafe work practices. 

Installation Considerations  

Installation and maintenance of the BLACKBOX should only be performed by 

qualified, competent personnel that have appropriate training and experience with 

high voltage and current devices. The device must be installed in accordance with all 

Local and National Electrical Codes and regulations. This equipment has no user 

serviceable parts. 
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FCC Notice  

This equipment has been tested and found to comply with the limits for a Class A 

digital device, pursuant to Part 15.of the FCC Rules. These limits are designed to 

provide reasonable protection against harmful interference when the equipment is 

operated in a commercial environment. This equipment generates, uses, and can 

radiate radio frequency energy and, if not installed and used in accordance with the 

instruction manual, may cause harmful interference to radio communications. 

Operation of this equipment in a residential area is likely to cause harmful interference 

in which case the user will be liable for all monetary damages. 

Standards Compliance  
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Chapter 1: Installat ion 

This manual is the hardware user guide for the BLACKBOX. The scope of this 

document is intended to cover all aspects of hardware installation and setup of the 

BLACKBOX with or without the I/O module. Additionally the BLACKBOX 

configuration through the firmware is covered as well as the real time monitoring of 

the unit. 

The Installation section covers all relevant procedures relating to the first time 

hardware setup from the unpacking of the BLACKBOX, through the mounting of the 

unit, and finishing with voltage, current, and Ethernet wiring instruction. At the 

conclusion of this section, the unit is power tested and ready for configuration with 

the firmware (The Embedded website). 

In This Chapter  ________________________________________________________________________ 

STEP 1: UNPACKING THE BLACKBOX ................................................................... 3 

STEP 2: BEFORE GETTING STARTED ..................................................................... 4 
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STEP 5: WIRING THE MEASURED VOLTAGE AND CURRENT CONNECTIONS
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Step 1: Unpack ing  the BLACKBOX  

The BLACKBOX comes from the factory in a sealed carton to protect from damage 

during transport. The small parts are shipped in sealed bag with the unit. 

To unpack the BLACKBOX:  

¶ Remove the unit and its all of the following components from the carton. 

QTY Illustration PART DESCRIPTION 

1 

 

BLACKBOX Models 

¶ SPG -4410-0000 

¶ SPG -4420-0000 

¶ SPG-4430-0000 

1 

 

BLACKBOX w/ Multi I/O Module Models 

¶ SPG-4410-1000 

¶ SPG-4420-1000 

¶ SPG-4430-1000 

1 

 

Voltage terminal block connector - BUZ 

10.16_05_180SF SW Clamping yoke, 

1 
 

AC/DC terminal block connector - BLT5.08/3F SN SW- 

3p Black, TOP Clamp connection socket 

1 
 

RS485/422 Communication terminal block connector 

BL3.5/4/90LF SW- 4p Black  Clamping yoke, 

1 
 

48VDC terminal block connector - BL3.5/2/90LF SW ï 

2p Black  Clamping yoke 

1 
 

Temperature Sensor terminal block connector PT100 

type - BL3.5/3/90LF SW - 3p 

2 
 

Clamping yoke holder on rail 35mm FM 4 
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QTY Illustration PART DESCRIPTION 

1 

 

BLACKBOX Full User Guide 

Table 1 : Parts Listing  

 
Step 2: Before Getting Started  

Familiarize yourself with all components of the BLACKBOX device. In addition, 

follow all of the safety precautions below. 

What You Will Need  

¶ Wire Strippers  

¶ Phillips Screwdriver 

¶ Flat head screwdriver 

¶ The complete BLACKBOX unit and components 

¶ This User Guide 
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The BLACKBOX   

The  BLACKBOX is a state-of-the art power monitoring device. The following is a 

component identification and physical description: 

 

Figure 1 : The BLACKBOX  

The basic unit is made of three modules: 

¶ CPU: Central Processing Unit 

¶ DSP: Digital Signal Processing 

¶ PS: Power Supply 

 

Note:  For a detailed listing of technical specifications, refer 
to Hardware Reference on page 157. 

Safety Precautions  

To use and operate the BLACKBOX, follow the specifications of this manual 

strictly. The manufacturer will not be responsible for any damage or injury resulting 

from equipment misuse and/or unsafe work practices. 

48VDC optional Power Supply (top) 

                Power Supply Terminal 

Voltage Inputs 

 

Current Inputs 

 

 

 

 

 

 

         LAN 2 

 

         LAN1 

     USB 

        CF EXPANSION (top) 
 

PS 

 

 

 

DSP 

RS485/422  

CPU 
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Warning: Always observe the following safety precautions 
before performing any operation on this 
equipment. 

¶ The instructions contained in this manual are intended for qualified personnel 

only.  

¶ Avoid making unauthorized modifications to the product. 

¶ Always operate the product within the specified power tolerances refer to Table 
49: Specifications and Protocols on page 160. 

 

Danger: Failure to observe the following instructions may 
lead to serious injury or death.  

¶ Before connecting cables to the unit, verify that the main power supply is 

disconnected. 

¶ To prevent shock or fire hazard, do not expose the unit to rain or moisture. 

¶ High voltage may be present on open secondary conductors of current 

transformers. Throughout installation, ensure that all transformer outputs are 

closed (connected to instrument or short circuited), and perform the procedure 

systematically as specified.  

Step 3: Mount ing  the BLACKBOX  

The BLACKBOX is intended to be mounted in an enclosure either fastened to a DIN 

Rail or a flat surface. 

 

Note:  For a detailed listing of physical dimensions refer to 
Unit Dimensions on page 159. 

 

Note:  Contact your local distributor for more information on 
mounting the unit outside of an enclosure. 

Mounting to a DIN Rail  

Din Rail mounting is the most common method of mounting the BLACKBOX. 

Utilizing this method requires the clamping yoke holders provided with each unit. 

To mount the unit to a DIN Rail: 

1. Connect the clamping yoke holders to the back plate of the BLACKBOX using 

the two screws provided. 

2. Attach the entire unit with the holders to the DIN rail.  
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Figure 2 : Din Rail Mounting  

Mounting to a Plate  

The BLACKBOX instrument can be directly mounted to a flat surface using four 

screws (not provided) through the back plate. 

To mount the unit to a plate: 

¶ Follow the diagram below. 

 

Figure 3 : Plate Mounting  

Step 4: Connect ing Power  Supply  

The power supply module converts any of the following inputs to a stable operating 

voltage to be used for self consumption: 

¶ AC 100-230V, 60/50 Hz (recommended) 

¶ DC 100-300V 

¶ DC 48V 

¶ POE through the LAN 1 port on the CPU 

100 mm 

120 mm 
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Note: For a detailed listing of technical specifications, refer to 
Hardware Reference on on page 157 . 

 

Note: Refer to Power over Ethernet (PoE) on page 20 for 
instructions on PoE connections. 

 

Warning: Make sure the panel is de-energized before 
commencing. 

Energizing the Power Supply  Terminal  

This AC terminal can be fed with either AC or DC voltage with the following 

parameters: The procedure to wire both is the same. 

¶ 85~260VAC 50/60Hz 

¶ 100-300VDC 

To energize the Power Supply Terminal with AC/DC: 

1. Install an Over current protection device on the AC phase line side before the 

unit. 
 

Warning: It is recommended to install a 2A fuse and/or circuit 
breaker in series to the instrument terminals 
according to local wiring codes. 

 

Figure 4 : Over current Protection  

2. Remove the AC/DC terminal block connector provided with the BLACKBOX 

package 
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3. Attach the bared ends of wires to the AC/DC terminal block connector using a 

properly sized screwdriver. 

 

Figure 5 : AC/DC Terminal Block Connector  

4. Insert the terminal block into the Power Supply Terminal. 

 

Figure 6 : AC Terminal Connection  

 

Warning! When powering down the instrument by closing 
the circuit breaker, voltage remains on the 
instrument terminals, and consequently on the 
downstream side of the circuit breaker for 25 
seconds, due to the ride through back up feature. 

Energizing the 48V DC Optional Power Supply  

The two wire 48V DC voltage input is positioned on the upper side of power supply 

module. This input can accept 24-56VDC.  
 

Note:  The instrument will operate most effectively at 48VDC 
An input range below 48v will allow POE usage. 

             Power Supply 

Terminal  
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To energize the 48VDC terminal: 

1. Remove the 48V DC terminal block connector provided with the 

BLACKBOX package. 

2. Attach lugged ends of wires to the terminal block using a properly sized screw 

driver. 

 

Figure 7 : 48V DC Terminal Block Connector  

3. Insert the 48V DC terminal block Connector into the Power Supply module. 

 

Figure 8 : 48V DC Connection  

 

Danger! When powering down the instrument by closing the 
circuit breaker, voltage remains on the instrument 
terminals, and consequently on the downstream 
side of the circuit breaker for 25 seconds, due to 
the ride through back up feature designed into the 
instrument. 

Power Supply  Features  

The Power supply is equipped with the following features: 

¶ The Power Supply module has an automatic power source selection circuit which 

will automatically switch to the strongest power source available. 
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Note: If the AC power connection is unplugged, but the 
48VDC is still connected, the unit will automatically 
switch to 48VDC. 

¶ The power supply module is equipped with ride-through backup circuitry 

designed to keep the instrument energized for up to 25 seconds.  
 

Warning: When powering down the unit for servicing, wait 
at least a few minutes before disconnecting the 
wires. 

Step 5: Wiring  the Measured Voltage and Current 
Connectio ns  

The DSP (Digital Signal Processing) module receives analog signals and converts 

them to digital signals to be measured and stored for further process and analysis. 

This section will provide you with the following: 

¶ Wiring voltage connections 

¶ Wiring current connections 

¶ Wiring both voltage and current in a variety of wiring configurations 

 

Note:  For a detailed listing of technical specifications, refer 
to Hardware Reference on page 157. 

 

Warning: Make sure the panel is de-energized before 

commencing. 

Wiring Voltage Connections  

Five terminals are available for sampling. They are marked as, N, L1, L2, and L3. 

Each of the 4 inputs (V1, V2, V3, N) are capable of receiving electrical signals of up 

to 1KV continuous RMS  (up to 8KV transient). 

   

Note:  Refer to Wiring Configurations on page 15. 

To wire voltage connections 

1. Install an over current device on the AC phase lines. 
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Warning: You must install a 2A fuse and/or circuit breaker 
in series to the instrument terminals according to 
local wiring codes. 

 

Figure 9 : Over current Protection  

2. Remove the Voltage terminal block connector provided with the 

BLACKBOX package. 

3. Attach lugged ends of wires to the terminal block using a properly sized screw 

driver. 

 

Figure 10 : Voltage Terminal Block Connector  

 

Note: Refer to the supported Wiring Configurations on page 

15. 

4. Insert the terminal block into the Voltage input.  
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Figure 11 : Voltage Terminal block Connection  

 

Warning! There is no connection between the self power 
lines feeding the Power Supply Module and the 
lines being monitored in the DSP module. 
Powering down the instrument does not remove 

voltage from these terminals. 

Detaching  the Terminal Block  

If you need to disconnect the unit from the measured voltages, you need to detach the 

terminal block. 

To detach the terminal block: 

1. Loosen the screws anchoring the block in place 

2. Slide the orange thumb locks out. 

3. Pull out the terminal block. 

Wiring Current  Connections  

Electric current is sampled as it flows through holes in the circular section of the 

centrally mounted DSP module. There are up to six (6) inputs of current signals, 

CTôs (holes).Typically only first four (4) are used as I1, I2, I3, and IN (Neutral 

current optional as the fourth input) 
 

Note:  Refer to the supported Wiring Configurations on page 

15. 

                        Voltage Input 



Chapter 1: Installation  BLACKBOX Full User Guide 

 

14    

 

Figure 12 : Measuring Current Lines   

To wire current connections: 

1. Install Current Transformers in series ahead of the unit. 

 

Warning! Current Transformer outputs must be short 
circuited before handling; dangerous voltages 
exist between the two output conductors s. 

2. Feed the current lines through the holes in the circular section of the DSP 

module. 
 

Note: The current lines are shorted secondary wires from 
current transformers (CTôs). Take note of the CT ratio 
for set up later in the firmware. 

3. Verify polarity of current phase conductors with the arrows on the current 

measuring unit. 

 

Note:  If current polarity is reversed, it can be corrected later 
in the unit setup. 
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Wiring Configurations  

This section demonstrates the installation of the  BLACKBOX in common wiring 

configurations  

To wire the unit into the different wiring environments: 

¶ Use the appropriate wiring schematic to follow: 

Low Voltage 4 -Wire Wye (<600V) 

Connections to a low voltage network require 3 current transformers, with an 

option to connect a fourth CT on the Neutral line. Voltage connections are direct. 

 

Figure 13 : Low Voltage 4 Wire Wye  

High Voltage 4 -Wire Wye  ( 600V) 

Connecting to a Medium/High voltage network requires 3 PTs and 3 current 

transformers, with an option to connect a fourth CT on the Neutral line 
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Figure 14 : Hig h Voltage 4 Wire Wye  

Wye 3 Wire Solid Grounded  

In a Wye system with a grounded common, the unit can be attached directly 

without PTs. 

 

Figure 15 : Wye 3 Wire Solid Grounded  

 

Note: You do not need to use PTôs when the common point is 
grounded in this solid grounded system. 

 



Chapter 1: Installation  BLACKBOX Full User Guide 

 

  17 

Low Voltage Delta (<600 V)  

Connections to a low voltage network require 3 current transformers Voltage 

connections are direct. 

 

Figure 16 : Low  Voltage 3 Wire Delta  

High Voltage Delta ( >600V) 

Connecting to a high voltage network requires 3 PTs and 3 current transformers. 

 

Figure 1 7 : High  Voltage 3 Wire Delta  
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Single Phase  

 

Figure 18 : Single Phase  

Step 6: Attach ing  the Temperature Conne ctions ( Optional)  

The DSP module is equipped with an external connection terminal for a 2 wire PT-

100 temperature sensor. The BLACKBOX is also equipped with two standard 

internal temperature sensors, one in the DSP module and the second in the Power 

supply module. The PT 100 temperature sensor is an optional device. 

To attach the temperature connections: 

1. Remove the Temperature Sensor Terminal block provided with the Elspec 

BLACKBOX package. 

2. Attach lugged ends of wires to the terminal block using a properly sized screw 

driver. 
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Figure 19 : PT100 Temperature Sensor Connection  

3. Insert the terminal block into the DSP module.  

Step 7: Wiring  the Communications  

 

Figure 20 : Connecting the Main CPU  

 

Note: For a detailed listing of technical specifications, 
refer to Hardware Reference on page 157. 

To wire the communications: 

¶ Use the following data to wire the communications ports: 
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RS485/422 

The RS485/422 serial communications hardware protocol is an industrial standard 

using 2 or 4 wires for communication. The wires are to be connected to the marked 

terminals on the CPU module. Described below are basic features of RS485/422: 

¶ Voltage is typically 5V DC 

¶ Cable is comprised of 2 shielded twisted pairs 

¶ Typical length of cable is < 152 meters with no repeater 

¶ Units are connected in multi-drop (ñdaisy chainò) configuration. In 2 wire mode, 

the wires coming in and going out share the same terminal on the instrument 

¶ Shield MUST be grounded, but ONLY  at one point in the chain. 

LAN1 

The LAN1 Plug is a standard RJ45 receptacle connecting to any Ethernet LAN. This 

plug is also a PoE In plug, allowing supply voltage of 48VDC to be fed to the 

instrument on the same cable as the communications. The specifications for this 

connection are as follows:  

¶ Connection via RJ45 plug 

¶ Cable is to be of type CAT5 normal or crossed 

LAN2/LCD  

The LAN2/LCD Plug is a standard RJ45 receptacle connecting to any Ethernet LAN. 

This plug is also a PoE Out plug, allowing the supply of 48VDC to other instruments 

using the same cable as the communications. The specifications for this connection 

are as follows: 

¶ Connection via RJ45 plug 

¶ Cable is to be of type CAT5 normal or crossed 

USB 

Not currently supported 

CF EXPANSION 

Not currently supported 

Power over Ethernet (PoE)  

POE is a standard for feeding DC power to an RTU (Remote Terminal Unit) using 

the network RJ45 cable without the need for additional external power. 
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Figure 21 : Power over Ethernet (POE)  

The BLACKBOX contains two ports that support PoE: 

¶ The LAN1 port can receive PoE injection from a remote source, enabling the 

Elspec BLACKBOX to operate. It is suggested that the LAN1 PoE be used as an 

alternative backup power source. To activate this PoE option, connect an RJ45 

jack with PoE to the marked LAN1 PoE In on the CPU module. 

¶ The LAN2/LCD port is a PoE injector capable of supplying power to other 

devices. The LAN2/LCD port can supply power for the Elspec G4100 Display 

unit. To activate this PoE option, connect an RJ45 jack to the port marked 

LAN2/LCD PoE Out  on the CPU module, connecting the other end of the RJ45 

jack to an Elspec G4100 Display unit. 

Step 8: Power ing  Up the Unit  

After the unit has been mechanically fastened and all voltage and current wiring is 

complete, you need to power up the BLACKBOX. 

Preliminary Inspection before Power Up  

Before applying supply power or activating measuring inputs the following 

precautionary measures must be taken: 

¶ Verify that the unit is disconnected from the main power supply. 

¶ Inspect all electrical and mechanical connections visually for mechanical damage 

and integrity of components and accessories. 

¶ Inspect current transformer wiring for proper phase marking and for proper 

direction through the circular current block.  

¶ Pull-test all control wiring to ensure secure seating in terminals. 
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To power up the unit: 

1. Turn on the power supplying the unit 

The LEDs on the power supply light up. 

 
 

Figure 22 : Status LEDs  

 

Note:  Wait approximately one minute until the startup process is 
complete. 

2. Verify the unit is operating correctly using the following table: 

 

LED Description 

 

Power Supply Module: Green signals external power exists. Red signals 

external power is out, unit will soon cease to function (25 seconds max.). 

 

DSP Module: Green signals normal operation. Blinks green during system 

boot. 

 

Main CPU: Module: Green signals normal operation. 

 

Red signals malfunction. See Appendix L: Troubleshooting on 
page 225. 

 

Note: The red indicator light will be on until the unit is 
completely configured. 

 

Table 2 : Powering Up  
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Chapter 2: Gett ing Started  

Once the BLACKBOX has been correctly installed, wired into the electrical system, 

and powered up, the next step is to establish communication with the unit for the 

purpose of configuring, monitoring and storing PQZip files for analysis. 

This section provides detailed instructions on connecting to the unit for the first time 

through the web interface using a desktop or laptop PC. You are directed through the 

network configuration, and finally the successful establishment of a communications 

link with the BLACKBOX. 

In This Chapter  ________________________________________________________________________ 

SYSTEM OVERVIEW ...................................................................................................24 

SYSTEM TOPOLOGY ..................................................................................................25 

COMMUNICATIONS ....................................................................................................25 

LAN and Internet ......................................................................................... 26 

CONNECTING TO THE UNIT FOR THE FIRST TIME .........................................26 

Required Equipment: ................................................................................... 26 

Obtain the Search software .......................................................................... 26 

Configuring the Network Connection ............................................................ 28 

Using the Automatic Search Utility ς Elspec Search ....................................... 29 

CONNECTION TROUBLESHOOTING .....................................................................33 

Disabling Proxy Server in Internet Explorer ................................................... 33 

Entering IP Manually .................................................................................... 35 

Changing the IP Configuration ...................................................................... 35 

Connecting the Unit ..................................................................................... 38 
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System Overview  

 

Figure 23 : BLACKBOX System Overview  

The BLACKBOX, with its integral web server, is an accurate electronic power meter 

capable of sampling both voltage and current waveforms at resolution of up to 1024 

samples per cycle. The BLACKBOX has the capability of calculating relevant power 

quality parameters, and then compressing and storing the waveforms using the Elspec 

patented PQZip technology for collection by the PQSCADA Site Manager software.  

PQSCADA Site Manager creates and manages nodes that collect, store, and analyze 

the compressed data from the BLACKBOX device(s). 

Using the PQSCADA Investigator Software, it is possible to investigate and analyze 

power quality data from various locations around the electrical distribution system on 

the same time line. This allows you to accurately analyze any power quality event at 

any time. 

The optional G4100 Display Unit enables configuring of the BLACKBOX and also 

displays all monitored real time values. 
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System Topology   

 

Figure 24 : The  System Topology  

Communications  

There are different ways to establish a first time connection with the BLACKBOX. 

The unit contains the following communications ports to facilitate each unique 

communications protocol.  

¶ Two Ethernet LAN ports for communicating over TCP/IP.  

¶ A single RS485/422 port for serial communications. 

 

Note:  Refer to the Communications Specifications on 
page 162 for protocols that can be used for these 
communications ports. 
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LAN and Internet  

 

Figure 25 : LAN/Internet Topography  

Connecting to the Unit for the First Time  

This following section describes how to achieve initial communication with the 

BLACKBOX for the purpose of configuring the instrument using the LAN port with 

IP connectivity.  

Required Equipment:  

¶ LAN cable with RJ45 plugs 

¶ PC on same side of  router with an Internet browser 

Obtain the Search software  

The Elspec search software is a utility that enables you to identify all BLACKBOX 

devices on the network. 

You may obtain the Elspec search software either of the following ways: 

¶ Download from the Elspec website 

¶ Use the Elspec CD (if available) 
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To download the Elspec search: 

1. Download the Elspec search utility program from this direct link: 

http://www.elspec.biz/ElspecG4k/ElspecSearch13.exe. 

The download dialog box appears. 

 

Figure 26 : File Download Dialog Box  

2. Click Save. 

The Save As dialog box appears. 

http://www.elspec.biz/ElspecG4k/ElspecSearch13.exe
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Figure 27 : Save As Dialog Box  

3. Save in desired location. (recommended on Desktop) 

Configuring the Network Connection  

The following steps describe how to connect to the unit for the first time: 

 

Note: There is no need to connect the PC directly to the 
BLACKBOX if they both are connected to the same 
LAN. See Using the Automatic Search Utility on 
page 29. 

 

Figure 28 : PC/Laptop to BLACKBOX Direct Connection   
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To connect to the network for the first time: 

1. Disconnect the network cable linking your PC/Laptop to the server network. 

2. Using the same cable (PC RJ45 interface), connect to the port marked LAN1  on 

the BLACKBOX. 

3. The green link-LED of the LAN1 connector begins to flash as Windows begins 

communicating with the unit. 

4. Wait for about 2 minutes as the Windows operating system reverts to the default 

"No Server" IP configuration.  

When this is completed, the "Local Area Connection Status" icon in the "Quick 

Start" tray will change to "Limited or no connectivity".  

 

 Figure 29 : LAN Connection Status  

5. Connect to the instrument using the Automatic Search Utility. 

Using the Automatic  Search Utility  ï Elspec Search  

The most common method to connect the device to the PC is to use the automatic 

search utility ï Elspec Search. 

 

Note: The Utility broadcasts "Discovery" transmissions 
over the LAN to which every unit responds with its 
configuration. The search cannot extend beyond the 
LAN area. The broadcast will extend across most 
hubs and switches, but will not pass gateways, 
routers or firewalls. 

To use Automatic Search 

1. Click the Elspec Search icon.  

The Security Warning dialog box appears. 



Chapter 2: Getting Started  BLACKBOX Full User Guide 

 

30    

 

Figure 30 : Security Warning  

 

Note:  Only one occurrence of the Elspec search utility can 
be executed at one time.  

2. Click Run. 

The Elspec Search window appears. 

 

Figure 31 : Elspec Search  

3. Click FileĄRefresh list. 

 

Figure 32 : File Menu  
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Note: If Search does not find the unit, a blank screen will 
appear as below. You then need to verify perform the 
following procedure: 

a) Close all other running occurrences of the search or Investigator software  

b) Click FileĄRefresh List. 

c)  If you still get a blank screen, then refer to Entering IP Manually on 
page 35. 

 

Figure 33 : Elspec Blank Search  

4. Select a specific device by clicking on the WEB link.  

 

 Figure 34 : Web Link  

The IE LOGIN page appears. 
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Figure 35 : Login Page  

5. If the Login page appears, proceed to Chapter 3 Setup. 

 

Note:  If the Login page does not appear and you see a 
screen as below, you need to refer to Connection 
Troubleshooting on page 33. 

 

Figure 36 : Error Login Page  
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Connection Trouble shooting  

Disabling  Proxy Server  in Internet Explorer  

The following procedure describes how to disable the proxy server setting in 

Windows XP. 

 

Figure 37 : Main IE Window  

To disable the proxy: 

1. From the main IE main window, select ToolsĄInternet Options. 

The Internet Options window appears. 

 

Figure 38 : Internet Options  
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2. Select ConnectionĄLAN Settings. 

The LAN Settings dialog box appears. 

 

Figure 39 : LAN Settings  

3. Uncheck Use a proxy server  for your LAN .  

4. Click OK . 

5. Press F5 to refresh the Internet Explorer window.  

The Login screen appears. 

 

Figure 40 : Login Screen 2  
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Entering IP Manually  

If you are unable to automatically set your IP address, you need to manually enter an 

IP. 

 

Note: Only perform this procedure if you are unable to 
automatically set your IP address.  

To enter an IP manually: 

1. Open Internet Explorer or any Internet browser. 

2. Type 169.254.249.247 into the address bar. 

3. Click Enter. 

 

Note: If the Elspec WEB page did not appear, then the IP 
configuration on the PC must be changed. Contact 
your system administrator for an available IP address 
in your network. 

Changing the IP Configuration  

If you are unable to manually configure your IP consider the following: 

¶ The BLACKBOX is programmed before leaving the factory with a default 

Internet protocol (IP) address of 169.254.249.247  and a default subnet mask 

of 255.255.0.0 .  

¶ This default configuration typically fits the default network configuration used by 

the Windows operating system when no network server is detected.  

¶ Windows operating systems use a default IP address in the range of 

169.254. X.X  when no network server is found. This default configuration 

allows inter-connection with BLACKBOX WEB interface without any prior 

configuration on the PC side.   

¶ If the default configuration of the PC has been changed, no connection will take 

place, since the BLACKBOX cannot find the PC. 

 

Note: The purpose of the following configuration change is to 
allow for one-time communication with the BLACKBOX 
for the purpose of parameter setup. Carefully record all 
changed parameters in order to return your PC to its 
original network parameters.  

To change the IP configuration: 

1. To open the Control Panel, click the network icon  in the bottom tray. 
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Figure 41 : Network Icon  

The LAN Status Window appears. 

 

Figure 42 : LAN Connection Window  

2. Click Properties. 

The LAN Properties window appears 
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Figure 43 : LAN Properties  

3. Select Internet Protocol (TCP/IP), then Click Properties. 

The TCP/IP Properties box will appear. 

 

Figure 44 : IP Properties Window  

4. Select Obtain an IP address automatically. 



Chapter 2: Getting Started  BLACKBOX Full User Guide 

 

38    

5. Select Obtain DNS server address automatically. 

6. Click OK to accept. 

Connecting  the Unit  

Once the unit has been configured with a recognizable functioning IP address, then 

you need to configure the unit to the PC. 

To connect the unit: 

1. Disconnect the network cable linking your PC/Laptop to the server network. 

2. Using the same cable (PC RJ45 interface), connect to the port marked LAN1  on 

the BLACKBOX.  

3. The green link-LED of the LAN1 connector begins to flash as Windows begins 

communicating with the unit. 

4. Wait for about 2 minutes as the Windows XP operating system reverts to the 

default "No Server" IP configuration. When this is completed, the "Local 

Area Connection Status" icon in the "Quick Start" tray will change to 

"Limited or no connectivity". 

5. Run the Internet Explorer (or any other internet browser).  

6. Type the following IP address into the address bar: 169.254.249.247/ 

7. Click Enter. 

 

Note: If you do not see the Login page, see Connection 
Troubleshooting 

Disabling Proxy Server in Internet Explorer on page 33. The Login WEB page of the BLACKBOX unit appears. 

 

Figure 45 : Login Web Page 2  
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Chapter 3: Setup 

Once a successful communications link has been established with The BLACKBOX, 

you need to perform the first time setup and configuration. This is accomplished by 

configuring the unit setup using a standard web browser. The following section 

provides detailed instructions on how to configure the unit for the first time. 

In This Chapter  ________________________________________________________________________ 

CONFIGURING THE BLACKBOX .............................................................................41 

LOGGING INTO THE WEBSITE ...............................................................................41 

CONFIGURING THE UNIT SETTINGS ....................................................................44 
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Configuring the BLACKBOX  

This section begins with the Login WEB page of the BLACKBOX, and guides you 

through a specific order of operations as follows: 

¶ Web Page Login 

¶ Unit Setup 

¶ Network Setup 

¶ Power Setup 

¶ Event Setup 

¶ Display Setup 

¶ RS 485/422 Setup 

¶ Firmware Setup 

¶ PPP Setup 

¶ PQzip Enable 

 

Note: For additional communication method, see 
Appendix J: Communication Methods on page 
223. 

Log ging into  the Website  

Once a successful communications link has been established with the BLACKBOX, 

the main login screen will appear. 
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Figure 46 : Login Web Page 3  

To login to the Website: 

1. From the Main menu, choose the preferred language. 

2. Enter 12345 as the initial password, then click Login. 

 

Note: You may change your password in the Unit setup 
section after your initial LOGIN. 

The Main menu Summary screen appears  
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Figure 47 : Summary Screen  

3. Select Service under the main header display 

The Service Header page opens to the Unit Setup Page. 

 

Figur e 48 : Service Heading  

¶  

Note: You must perform Network Setup and Power Setup 
before any procedures that follow. Failure to do so 
may result in inaccurate measurement and lost 
communication. The order of all other set up 
operations is not critical.  

4. Perform all setup functions in order as presented. 
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Configuring the Unit Settings  

This purpose of this setup is to assign specific attributes to the BLACKBOX.  

To configure unit settings: 

1. From the Service menu, Click Unit Setup. 

The Unit Setup window appears under the Service header. 

 

Figure 49 : Unit Setup  

2. Fill in the unit attributes. 

Attribute Description 

Site identifies the instrument by location name 

Description Identifies the type of instrument 

Operator indicates the main operator's name 

Company indicates the company/ownerôs name 

Password Setup 

Select the desired level of Password access. (Viewer, 

Operator, Administrator) 

The Elspec BLACKBOX supports three access levels: Each 

level has a pre-set access password which can be changed by 

the administrator only. 

Viewer View system trends and data without modifying system data. 
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Attribute Description 

Operator 
Performs ongoing system operational activities including 

changing basic parameter settings. 

Administrator 
Ability to change and reset every available network parameter 

(highest access level). 

Set Password 

Type in a password 

o User: 3 characters 

o Technician: 4 characters 

o Administrator: 5 characters. 

1. Type in the same password for confirmation 

2. Click set Password. 

To reset the 

Password to the 

default 12345:  

¶ Click Reset Password button. 

¶ Type the Admin password into the pop up 

authorization box. 

Time 

Setup 
 

¶ Select Local Time zone from drop down menu. 

(Expressed in relation to UTC). 

¶ Enter Unit date and time. 

¶ Click Set date & time. 

 
 

The Time Zone is used for time and date 

display only and not for storage of data or 

events. All data being logged by the unit will 

use UTC time stamping. 
 

Table 3 : Unit Setup  

3. Click Apply Changes when complete. 
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Configuring the  Network  Setup  

The Network setup is a crucial part of the BLACKBOX configuration. This setup 

procedure establishes the IP address of the unit in the network.  

. 

Note: If any one of the following: IP address, subnet mask or 
gateway, have been changed, the unit will reboot and 
restart with the new Network settings. 

To configure the network setup: 

1. From the Service menu, select Network Setup. 

The Network Setup menu appears. 

 

Figure 50 : Network Setup  
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Each BLACKBOX unit must be configured to work in the host communication 

network. 

2. Complete the Network Setup as follows 

¶ LAN 1 

¶ LAN 2 

¶ Network Time 

¶ Ports Setup 

¶ Access Setup 

Configuring LAN 1 

In most cases, the unit needs to have a fixed IP address. The reason for this is that we 

want to the unit to have a unique fixed IP address. In each network the available IPôs 

are different; therefore before assigning the IP address to the unit, you must consult 

the IT manager.  

To configure LAN 1: 

a) Choose Auto DHCP Disable. 

b) Enter the IP address obtained from the IT manager. 

c) Enter the Subnet Mask. 

d) Enter the Gateway (optional in many cases). 

 

Figure 51 : LAN 1  Setup  

Attribute Description 

Auto DHCP  

¶ Enable: If enabled the following LAN1 parameters are 

configured by the LAN DHCP server (if available). 

¶ Disable: If disabled the following parameters are available for 

configuring the LAN. 

IP Address  
This is the assigned IP address for LAN 1 port on the instrument 

Obtain an available IP address from the system administrator. 

Subnet 

 For this port on this instrument 

Obtain an available Subnet Mask address from the system 
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Mask  administrator. 

Gateway  
The IP address of the gateway for this LAN 

Obtain an available Gateway address from the system administrator. 

Table 4 : L AN 1  

Configuring LAN 2   

LAN 2 is primarily used for G4100 LCD Display connection. If no display is used, 

there is no need to configure LAN 2. If using an LCD, most cases do not require 

changing the default configuration. 

To configure LAN 2: 

¶ Change the relevant parameters using the table below. 

 

Figure 52 : LAN 2  

LAN 2  Function 

IP Address  

IP address for this port on the instrument. It is recommended that 

the default address of 192.168. 168.168  be retained in order to 

enable plug and play compatibility with the Elspec G4100 LCD 

remote screen viewer. 

Sub -Net 

Mask  

Subnet mask for this port on the instrument. It is recommended that 

the default address of 255.255.255. 0  be retained in order to 

enable plug and play compatibility with the Elspec G4100 LCD 

remote screen viewer. 

SMTP 

Server  

Address of the email server which supports SMTP. 

Table 5 : LAN2  

 

Note: The IP/Subnet of LAN1 and LAN2 need to be configured 
for different networks. 
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Configuring Network Time  

Each measured signal is time-stamped. The source of the timing signals is defined in 

the following section. This is especially important when you have multiple units in 

several locations All Elspec BLACKBOX instruments are carefully and precisely 

synchronized in order to ensure that the PQZip data from each unit in the electrical 

network represents the same time frame. See Appendix G: Time 
Synchronization Technology on page 207.  

This is accomplished by using a reliable external time source such as a GPS module 

or SNTP/NTP server.  

In a typical installation, the first installed instrument is configured with the address of 

either an industrial type NTP server equipped with a GPS receiver or an internet 

based NTP server such as the open access NTP server found at 209.51.161.238 . 

 Additional Elspec BLACKBOX units installed on the same LAN can use the first 

unit as their time source by typing in the IP address of the first unit into this box.  

It is also possible to use an internal clock, but it is not as accurate as NTP or GPS 

time sources. 

To configure network time: 

¶ Configure network time parameters using the table below. 

 

Figure 53 : Network Time  

Network Time Function 

Transport 

Automatic: the unit chooses the best time source available 

automatically. 

GPS: the time source is a GPS/GPS+PPS or IRIGB input 

SNTP: the time source is SNTP (Simple Network Time Protocol). 

Main SNTP The primary SNTP source.  
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Network Time Function 

Alternate 

SNTP 
Alternate SNTP source. 

Using SNTP Current Time Source. 

Slew Mode 

Slew mode: In case of a difference between the unit time and the 

external time source, this mode defines the method in which the 

unit will close the gap. 

Automatic: The unit decides the method of tracking the time 

source 

Master: The unit increments in small steps to synchronize with the 

time source 

Slave: The unit increments in large steps to synchronize with the 

time source. 

Slew Factor 
The interval of each step as it approaches the time source. 

Expressed as a percentage (%) 

Step Time 
A fixed time limit assigned to establish the minimum gap allowed 

to synchronize the unit time in one step.  

Table 6 : Network Time  

 

Note: If the unit time is unsynchronized, contact Elspec 
technical support before changing the Slew mode. 

Configuring the Ports  

In most cases, the default values of the Ports setup should not be changed. 

The Ports Setup provides the option to use different ports other than default for each 

protocol. This setup option is especially useful with unique network configurations. 

To configure the ports: 

¶ Use the table below to configure the ports. 

 

Figure 54 : Ports  
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Port Function 

SMTP port 
An assigned value that establishes the target port number for sending 

emails. 

HTTP port 
An assigned value that establishes the port number of the HTTP 

server. 

FTP 

daemon 

An assigned value that establishes the port number of the FTP 

server. 

FTP data An assigned value that establish to data port number f/ FTP protocol. 

Table 7 : Ports   

 

Note: Consult your IT Manager before changing any port 
configuration. 

Configur ing  Access Setup   

The Access Setup is used to configure the user name and password of the FTP server 

on the unit.  

To configure access setup: 

¶ Use the table to fill in the access information. 

 

Figure 55 : Access Setup  
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Access parameter Function 

FTP Login Enter FTP user name 

Password Unique Password (minimum 8 characters) 

Confirm Re-type Password 

Set FTP Password Click Set FTP Password to apply changes. 

Table 8 : Access Setup  

 

Note: Refer to the PQSCADA Manual in order to change 
FTP access. 

3. Click Apply Changes when complete 

 

Note:  After applying changes, the unitôs IP is configured to 
the LAN, but not longer fits the windows default 
network therefore we are no longer able to connect 
directly to the unit.  

 

Note: Any change in LAN 1 settings require Reconnecting 
to the BLACKBOX below. 

Reconnecting to the BLACKBOX  

1. Close the Explorer screen 

2. Disconnect the network cable from the LAN 1 port on the BLACKBOX. 

3. Using the same cable (PC RJ45 interface), connect to the LAN jack on your 

network. 

4. Connect another RJ45 cable from the BLACKBOX to the network jack. 

5. On the Elspec search screen, Click FileĄRefresh list. 

 

Figure 56 : File Menu 2  
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6. Select a specific device by clicking on the WEB link.  

 

Figure 57 : Web Link 2  

The LOGIN page appears. 

 

Figure 58 : Login Page 2  

7. Continue Network Configuration through the LAN  

Configuring Power  Setup  

The BLACKBOX must be configured with the proper electrical input parameters for 

the system. The most important parameters are the nominal values of the measured 

network and the PT/CTs ratios. 

To configure power setup: 

1. From the main service menu, click Power Setup. 

The Power Setup window appears. 
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Figure 59 : Power Setup  

2. Complete the Power Setup configuration as follows: 

¶ Power Configuration 

¶ Energy Intervals 

¶ Non-Measured Currents 

¶ Meter Readings Log 

Power Configuration 

All power parameters must be completed to configure power. 

To configure power: 

¶ Use the table below to configure the power. 
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Figure 60 : Power Configuration  

Power 

Configuration 
Definition 

Configuration 

Type 

¶ Delta 3W Delta 3 Phase  

¶ WYE 4W Wye 3 Phase with Neutral 

¶ Single LL Single Phase Line to Line 

¶ Single LN Single Phase Line to Neutral 

¶ 2 Phase TR  Australian split phase transformer 

PT/CT 

PT V (V): Input the primary voltage value in the top box and the 

secondary voltage in the lower box. 

CT I(A): Input the primary current value in the top box and the 

secondary current in the lower box 

Nominals 

¶ F(Hz) input for nominal system frequency 

¶ V(V) input for nominal system voltage 

¶ I (A) input for nominal system current. 

Polarity 

You can reverse polarity on any of the phases here in the event 

that current carrying wires are connected in the correct direction. 

(Vn. V1, V2, V3, In, I1, I2, I3). 

Table 9 : Power Configuration  

 

Note: It is possible to correct for polarity and mismatched 
current and voltage connections in the software, 
although it is recommended to wire in appropriate 
polarity in the initial setup.  

 

Note: The nominals are set automatically to the primary 
CT/PT. Incorrect setting of the nominal values can 
cause incorrect measurements. 
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Configuring Energy Intervals  

The BLACKBOX utilizes three energy meters: 

¶ Current Period 

¶ Total Consumption 

¶ Demand 

The energy calculations are configurable with regards to the time and the method of 

averaging. 

To configure energy: 

¶ Enter the energy information using the table below. 

 

Figure 61 : Energy Intervals  
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Energy 

Interval 
Function 

Metering 

Interval 

 Establish a configurable period of time (5, 10, 15, 30, 60 minutes) to 

measure demand metering and reporting interval 

Sliding 

Window 

¶ Fixed Time Interval: the energy is calculated using a fixed time 

average 

¶ Sliding Window: refers only to the demand meter. The energy is 

calculated using moving average time intervals (1 second). 

Disable: the energy is calculated using a fixed time interval. (see 

figure 62 below) 

Enable: the energy is calculated using a sliding window. (see figure 

63 below. 

Table 10 : Energy Intervals  

 

 

  

 

Figure 62 : Fixed Time Interval  

 

 

 

 

Figure 63 : Sliding Window  

 

Note:  In the figure above, the sliding window time 
difference is 0.1 minute. In reality, the time increment 
is one second. 

Configuring Non Measured Currents  

The parameter options change according to the power configuration (WYE or Delta) 

To configure non measured currents: 

¶ Configure using appropriate tables below for WYE or Delta. 

  Second Metering Interval      Third Metering Interval First Metering Interval 

        0                                          15                                      30                                    45                     time 

m 

0    0.1  0.2                                                                                                                     15   15.1  15.2   time    

Third metering interval 

Second metering interval 

First metering interval 



Chapter 3: Setup  BLACKBOX Full User Guide 

 

58    

WYE 

 

 Figure 64 : Calculated Phase  

Power Type Function 

3 Phase 4 wire 

WYE 

¶ All measured: All signals are measured. 

¶ In Calculated: IN: Neutral current channel is 

calculated. 

Table 11 : Non Measured Curr ents  

Delta  

 

Figure 65 : Missed Phase  

 

Power Type Function 

3 Phase Delta 

¶ All Present: All signals are measured. 

¶ L1: Absent: Phase 1 is calculated. 

¶ L2: Absent: Phase 2 is calculated. 

¶ L3: Absent: Phase 3 is calculated. 

Table 12 : Missed Phase  

Configuring the Meter  Readings  Log  

The BLACKBOX is capable of logging and saving on the compact flash two types of 

logs; energy log and parameter log: 

Energy Log: The information from the total energy meter and the information. The 

information is saved on the compact flash in /CF_UPMB/Reports in a .csv file 
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format. (comma separated values) and can be viewed in Excel. This report can also 

be configured to be sent as an email attachment. The values that are saved in this 

report: 

¶ Kwh In  

¶ Kwh Out 

¶ KVArh In  

¶ KVArh Out 

¶ KVAh  

 

Note:  The values of the total energy meter are saved in the 
PQZip files even if the Meter Readings Log is 
disabled. 

  

Parameter Log: Parameter log saved by default the following values: 

¶ Kw -  average standard deviation maximum and minimum  

¶ Frequency - average standard deviation maximum and minimum 

¶ KVAr  - average standard deviation maximum and minimum 

 

Note:  The parameter log can be customized to any other 
three parameters. The configuration needs to be 
done only through Elspec. 

 

To configure the meter readings log: 

¶ Use the table below to configure. 

 

Figure 66 : Meter Readings Log  
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Meter Readings Log Function 

Mode 

¶ Disable: report log is disabled. 

¶ Energy: energy report is enabled. 

¶ Parameters: data meter report is enabled. 

Duration 

¶ Day: the duration of the report is one day (24 hrs). 

¶ Week: the duration of the report is one week. 

¶ Month: the duration of the report is one month. 

Log restart The starting time point of the duration expressed in UTC. 

 Table 13 : Meter Readings Log  

3. Click Apply Changes when complete. 

Configuring Events  

This is a custom setup procedure that defines unique events which are set by user 

request. The configuration can be based on any of the following: 

¶ Preset 1 

¶ Preset 2 

¶ User Defined 

To configure Events: 

1. From the Service menu, click Events Setup. 

The Events Setup window appears. 

 

Figure 67 : Events Setup  

2. Select the desired Preset. 

3. Configure using the appropriate table below. 


